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IN THE CLAIMS 

1. (Currently Amended) An authentication communicating 
semiconductor device, comprising: 
a s emiconductor chip; 

a main processing unit formed on s aid s emiconductor 
chip for generating a first key code according to a 
predetermined algorithm, for determining approval/non-approval 
of communication of data with an external device, and for 
controlling £he— said communication of data ; 

an encryption unit formed on s aid s emiconductor chip 
for encrypting and decoding communication data to transmit to 
outside using said first key code generated by said main 
processing unit ; 

a first interface unit formed on s aid s emiconductor 
chip for conducting performing first communication with an 
upper layer according to a first p redetermined protocol; and 

a second interface unit formed on s aid semiconductor 
chip for conducting performing second communication with a 
lower layer according to a second p redetermined protocol^ 
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wherein said main processing unit, said encryption 



unit, said first interface unit and said second interface unit 
are formed on a semiconductor chip, 

wherein said encryption unit uses communication data 

received from an outside device using a second key code 
generated by said outside device, 

wherein each of a standard of said first interface 

unit and a standard of said second interface unit is of a 
predetermined standard, 

wherein said main processing unit, said encryption 

unit, and said first and second interface units are coupled to 
each other via an internal bus. 



2. (Currently Amended) An — The authentication 
communicating semiconductor device according to claim 1, 
wherein said main processing unit comprises: 

a nonvolatile memory having stored therein a program 
implementing a key generation algorithm and an authentication 
algorithm to authenticate an— said communication of data in 
connection with said external device by said external device 
requesting data communication said communication of data ; 
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program^ e xecut ion- type control m e an s a central 
processing unit for generating a^ said first key code and for 
determining said approval/non-approval of said communication 
of data with aa — said external device according to t&e— said 
program; and 

a volatile memory for providing a work area for said 
control means processing unit , 

said nonvolatile memory, said control mean s central 
processing unit , said volatile memory, said encryption unit, 
and said first and second interface units being connected 
coupled to each other via an ^said internal bus . 

3. (Currently Amended) An ^The aut hent i cat ion 
communicating semiconductor device according to claim 2, 
wherein: 

said encryption unit includes a first register to 
which trfae— said first key code generated by said main 
processing unit is set; and 

said encryption unit encrypts and decode s said 
communication data to transmit to said external device 
according to fefee — said first key code set via said internal bus 
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to said first register, 

wherein said encryption unit decodes said 

communication data received from said external device 
according to said second key code set via said internal bus to 
said first register . 

4. (Currently Amended) A&- The authent icat ion 
communicating semiconductor device according to claim 3, 
wherein : 

each of said first and second interface units 
includes a second register to which a communication code is 
set; and 

said each interface unit conduct s first interface 
unit performs said first communication according to a first 
communication control code set by said main processing unit 
via said internal bus to said second register of said first 
interface unit, 

said second interface unit performs said second 

communication according to a second communication control code 
set by said main processing unit via said internal bus to said 
second register of said second interface unit . 
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5. (Currently Amended) Aa ^The authent icat ion 
communicating semiconductor device according to claim 4, 
further comprising an external terminal coupled with said 
internal bus . 

6. (Currently Amended) An electronic device, comprising: 

an authentication communicating semiconductor device 
according to claim 5; and 

an external memory connected coupled to said 
external terminal conn e ct which is coupled to said internal 
bus, wherein: 

a communication control program which includes a 
predetermined program for setting of a communication path is 
stored in said external memory; and 

said main processing unit sets_j_ according to said 
communication control program^ a^ -said first communication 
control code to said second register of s aid each int e rfac e 
se ction said first interface unit to conduct perform said 
first communication with an external device and said second 
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communication control code to said second register of said 
second interface unit to perform said second communication 
with an external device . 

7. (Currently Amended) An authentication communicating 
semiconductor device, comprising: 

a s ingl e semiconductor chip; 

an encryption unit formed on s aid s ingle 
se miconductor chip for encrypting, in an encrypting mode, 
ordinary or non^ encrypted s tatement data into encrypted 
s tatem e nt data; for decoding, in a decoding mode, the said 
encrypted s tatement data into said ordinary s tatement data; 
and for directly passing data therethrough when neither 
encryption nor decoding is required; 

a lower- layer interface unit formed on s aid s ingle 
s emiconductor chip for £fee — said encrypted s tatement data of 
said encryption unit for controlling a first p rotocol of 
communication with a lower layer; 

an upper- layer interface unit form e d on s aid s ingl e 
se miconductor chip for fefee— said ordinary s tat e m e nt data of 
said encryption unit for controlling a second p rotocol of 
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communication with an upper layer; and 

a key generation unit formed on s aid s ingl e 
se miconductor chip for executing authentication processing of 
communication passing through fefae — said lower layer and for 
executing key generation processing for said encryption unit, 
wherein : 

said lower-layer interface unit comprises a£ — lea s t 
OBe-a lower- layer communication path for communicating said 
encrypted statement data with a lower- layer device controlling 
a communication signal outside said semiconductor chip; 

said upper- layer interface unit comprises at least 
o&e — an upper- layer communication path for communicating said 
ordinary s tat e ment data with an upper- layer device outside 
said semiconductor chip; and 

said key generation unit comprises a CPU, a^a^a ROM, 
and a^r— a RAM-; — and 

s aid CPU se t s a key regi s ter for said e ncryption 
unit to hold an e ncryption key, — a control regi s ter of s aid 
lower" lay e r interface unit/ — and a control regi s ter of s aid 
upp e r- lay e r interfac e unit via a bu s conn e cting said CPU, — s aid 
e ncryption unit, — s aid low e r- layer interface unit, — and s aid 
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8. (Currently Amended) An -The authentication 
communicating semiconductor device according to claim 7, 
further comprising : 

a first upper- lay e r- lower- layer communication path 
and a second upp e r- layer- lower- layer communication path 
between said lower- layer interface unit feo -and said upper- 
layer interface unit without passing said encryption unit, 

said upper-layer interface unit comprising a first 
upper- layer communication path and a second upper- layer 
communication path for communicating signals with an^-said 
upper- layer device outside said semiconductor chip, 

said first upper- layer communication path being 
capable of selecting data from said encryption unit and data 
from said lower- layer interface unit without passing through 
said encryption unit, 

said second upper-layer communication path being 
capable of selecting data from said first upp e r - 1 aye r - 1 owe r - 
lay e r communication path and data from said second upp e r- 
lay e r- low e r- lay e r communication path. 



9 



Serial No. 09/864,304 



ASA-1004 



9. (Currently Amended) An — The aut hent i cat ion 
communicating semiconductor device according to claim 7, 
wherein : 

said encryption unit comprises a first encryption 
circuit and a second encryption circuit; and 

said upper- layer interface unit includes a first 
upper- layer interface unit and a second upper-layer interface 
unit-rj_ 

s aid a communication path of £fee — said ordinary 
s tat e m e nt data of said first encryption circuit being 
conn e ct e d is coupled to said first upper-layer interface 
circuit-rj_ 

s aid a communication path of £fee— said ordinary 
s tat e m e nt data of said second encryption circuit b e ing 
conn e ct e d is coupled to said second upper-layer interface 
circuit-rj_ 

said first upper- layer interface unit including 
includes a first upper-layer communication path for 
communicating signals with a first upper- layer device outside 
said semiconductor chip- ^; and 
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said second upper- layer interface unit includes 
including a second upper- layer communication path for 
communicating signals with a second upper- layer device outside 
said semiconductor chip. 



10. (Currently Amended) An — The authentication 
communicating semiconductor device according to claim 8, 
further comprising an electrically rewritable nonvolatile 
memory formed on said single semiconductor chip, 

wherein said electrically rewritable nonvolatile 

memory b e ing connect e d is coupled to said internal bus. 



11. (Currently Amended) An^ -The authentication 
communicating semiconductor device according to claim 7, 
wherein said lower-layer device is formed on said 
semiconductor chip, wherein said authentication communicating 
semiconductor device further compri s ing comprises at least one 
a communication path for communicating signals with said 
lower- layer device . 

12 . (Canceled) . 
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13 . An authentication communicating semiconductor 
device , comprising : 

a semiconductor chip-?-j_ 

a main processing unit formed on said s emiconductor 
chip for generating a first key code according to a 
predetermined algorithm, for determining approval/non-approval 
of communication of data with an external device, and for 
controlling t4te — said communication of data ; 

an encryption unit formed on s aid s emiconductor chip 
for encrypting and d e coding communication data u s ing to 
transmit to an external device using £ he— said first key code 
generated by said main processing unit; and 

an interface unit formed on s aid s emiconductor chip 
for conducting performing said communication of data with an 
upper- layer or a lower- layer according to a predetermined 
protocol^ 

wherein said main processing unit, said encryption 

unit and said interface unit are formed on said semiconductor 
chip, 
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wherein said encryption unit decodes communication 

data received from said external device using said second key 
code generated by said outside device, 

wherein a standard of said interface is a 

predetermined standard, and 

wherein said main processing unit, said encryption 

unit, and said interface units are coupled to each other via 
an internal bus . 
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